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What is the primary purpose of a firewall?

To monitor and control incoming and outgoing network traffic based on predetermined security rules.

What does DHCP stand for?

Dynamic Host Configuration Protocol.

What is the function of an IP address?

To uniquely identify a device on a network.

What is the difference between TCP and UDP?

TCP is connection-oriented and ensures reliable delivery, while UDP is connectionless and does not
guarantee delivery.

What does VPN stand for?

Virtual Private Network.
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What is the purpose of encryption?

To protect data by converting it into a code to prevent unauthorized access.

What is a common use of a proxy server?

To act as an intermediary for requests from clients seeking resources from other servers.

What does the acronym SSL stand for?

Secure Sockets Layer.

What is the role of an operating system?

To manage computer hardware and software resources and provide common services for computer
programs.

What is phishing?

A method of trying to gather personal information using deceptive emails and websites.
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