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Explain the concept of a prime number and provide an example.

A prime number is a natural number greater than 1 that has no positive divisors other than 1 and
itself. An example of a prime number is 7.

Discuss the significance of the Fundamental Theorem of Arithmetic in mathematics.

The significance of the Fundamental Theorem of Arithmetic lies in its assertion that every integer
greater than 1 can be expressed uniquely as a product of prime numbers, establishing the
foundation for number theory and influencing various areas of mathematics, including
cryptography and algebra.

What is Fermat’s Little Theorem and how is it used in number theory?
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Fermat’s Little Theorem states that if p is a prime number and a is an integer not divisible by p,
then a^( p-1 ) ≡ 1 (mod p).

How does modular arithmetic apply to modern cryptography? Provide an example.

Modular arithmetic applies to modern cryptography by providing a mathematical framework for
secure key generation and encryption methods. For example, in the RSA algorithm, encryption is
performed using modular exponentiation, where a message is raised to a public exponent and
taken modulo a product of two large prime numbers.

Describe the Euclidean algorithm and its purpose in number theory.

The Euclidean algorithm works by repeatedly applying the principle that the GCD of two numbers
also divides their difference, ultimately reducing the problem to finding the GCD of smaller pairs
of integers until reaching a remainder of zero.

Which mathematicians made significant contributions to number theory?
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Euclid ✓
Newton
Fermat ✓
Gauss ✓

Many mathematicians have made significant contributions to number theory, including Euclid, Carl
Friedrich Gauss, and Pierre de Fermat, each of whom introduced foundational concepts and
theorizations that shaped the field.

What is the greatest common divisor (GCD) of 24 and 36?

4
6
8
12 ✓

The greatest common divisor (GCD) of two numbers is the largest number that divides both of them
without leaving a remainder. For 24 and 36, the GCD is 12.

Which of the following are prime numbers?

11 ✓
14
17 ✓
20

Prime numbers are natural numbers greater than 1 that have no positive divisors other than 1 and
themselves. Examples of prime numbers include 2, 3, 5, 7, and 11.

Which of the following statements are true about modular arithmetic?

It is used in cryptography. ✓
It only applies to even numbers.
It involves congruences. ✓
It can solve linear equations. ✓

Modular arithmetic is a system of arithmetic for integers, where numbers wrap around after reaching a
certain value called the modulus. It is commonly used in various fields such as computer science,
cryptography, and number theory.
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Which of the following is a quadratic residue modulo 7?

2
3
4 ✓
5

A quadratic residue modulo 7 is a number that can be expressed as the square of an integer modulo 7.
The quadratic residues modulo 7 are 0, 1, 2, and 4, which correspond to the squares of the integers 0
through 6.

Which of the following are methods to find the GCD of two numbers?

Prime factorization ✓
Euclidean algorithm ✓
Sieve of Eratosthenes
Division method ✓

The GCD of two numbers can be found using methods such as the Euclidean algorithm, prime
factorization, and listing out the factors. Each method has its own advantages depending on the size and
nature of the numbers involved.

What is the value of Euler’s totient function φ(9)?

2
3
4 ✓
6

Euler’s totient function φ(n) counts the positive integers up to n that are relatively prime to n. For n = 9,
which is 3^2, φ(9) is calculated as 9 * (1 - 1/3) = 6.

Which of the following is an example of a Diophantine equation?

x + y = 10
x^2 + y^2 = 25
2x + 3y = 6 ✓
x/y = 2
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A Diophantine equation is a polynomial equation that requires integer solutions. An example of such an
equation is 3x + 4y = 12, where x and y must be integers.

Which number is not divisible by 3?

18
21
25 ✓
27

To determine if a number is divisible by 3, you can sum its digits and check if that sum is divisible by 3.
For example, the number 10 is not divisible by 3 because the sum of its digits (1 + 0 = 1) is not divisible
by 3.

Which of the following are applications of number theory in cryptography?

RSA algorithm ✓
Caesar cipher
Diffie-Hellman key exchange ✓
Hill cipher

Number theory plays a crucial role in cryptography, particularly in algorithms like RSA and Diffie-Hellman,
which rely on properties of prime numbers and modular arithmetic for secure communication.

Which of the following numbers is a prime number?

15
21
23 ✓
28

A prime number is a natural number greater than 1 that has no positive divisors other than 1 and itself.
Examples of prime numbers include 2, 3, 5, and 7.

Explain the process of solving a simple Diophantine equation with an example.
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To solve the Diophantine equation 3x + 5y = 1, we can use the Extended Euclidean Algorithm to
find integers x and y. A particular solution is x = 2, y = -1, and the general solution can be
expressed as x = 2 + 5k, y = -1 - 3k for any integer k.

What is the remainder when 17 is divided by 5?

1
2 ✓
3
4

When dividing 17 by 5, the quotient is 3 and the remainder is 2. Therefore, the remainder when 17 is
divided by 5 is 2.

Which theorem states that every integer greater than 1 is either a prime or can be factored into prime
numbers?

Fermat’s Little Theorem
Euclidean Algorithm
Fundamental Theorem of Arithmetic ✓
Chinese Remainder Theorem

The theorem that states every integer greater than 1 is either a prime or can be factored into prime
numbers is known as the Fundamental Theorem of Arithmetic. This theorem is a foundational principle in
number theory, emphasizing the unique factorization of integers into primes.

Which of the following are properties of integers?

Communtativity ✓
Associativity ✓
Distributivity ✓
Transitivity
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Integers are whole numbers that can be positive, negative, or zero, and they do not include fractions or
decimals. Key properties of integers include closure under addition and multiplication, the existence of
additive and multiplicative identities, and the presence of additive inverses.
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